OCTOPOXHO:

TEJIEPOHHbIE MOLLEHHUKNA!

HA BAC
BbIXOOAT CAMU

Adepuctbl MOryT
npencTaBUTbCS CNyXX6ou
6e3onacHocTu 6aHKa,
HaJIoroBOM,

MPOKypaTypowu

JTro6o1 HeoXXxnaaHHbIU
3BOHOK, CMC v nncbMo —
NOBOJ, HACTOPOXUTbCSH

PALAYIOT BHE3AMNHOM
BbIFOAOW U MYTAIOT

CunbHble aMouuun
MPUTYNMASIOT
6auTenbHOCTb

3BOHAT
N3 6aHkKa, Nnonmuunm

UNY Opyrom opraHmnsaumm?

~ YBEOWUTECDH,

YTO 3TO HE MOLUEHHUNKN!

©

S NPU3HAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOObI

y Bac He 6biN1o
BpeMeHu Bce obayMaTb

FOBOPAT O AEHDBIAX

[MpepnaraloT cnacTu
cbepexeHus, NonyvnTb
KOMIMEHCaLMIO UIN BITIOXUTbCS
B MHBECTULIMOHHbIN NMPOEKT

NMPOCAT COOBLUMTD
OAHHDIE

310yMbILUIEHHUKOB
UHTEPECYIOT PEKBUSUTDI
KapTbl, NApOsv 1 Kogbl

N3 6aHKOBCKUX YBEOOMJIEHUM

@ HMKOrAA HUKOMY
BAXKHO! HE COOBLLUAUTE:
CoTpyaHUKM 6aHKOB M Nonmummn * Kopgpl 3 CMC
HUKOIOA He cnpawuBaloT * Tpex3Hau4HblK Ko Ha 060pOTHOMU

PEeKBU3UTbI KapTbl, Maponm
n3 CMC, nepcoHarsnbHble AaHHble
U He NPOCAT coBepLiaTb
nepeBoabl C Balwewu KapThl

OpWAD

cTopoHe KapTbl (CVV/CVC)
* PIN-kopn

* MApPOSIN/NOrmHbl K 6aHKOBCKOMY

NPUNOXEHUIO N OHJTaNH-6aHKY

* KOAgoBoe C/ioBO
e [epCOHalJibHbl€ AaHHDbIe

Kak 3almTuTtb cBOU pUHAHCHI,
yuTtamTe Ha fincult.info

duHaHcoBad
KyJibTypa



KAK SALLUTUTDCH
OoT PULLIHIA

PUMHr — BMA MOLWEeHHUYeCTBa, Koraa y uesioBeka KpaayT
rnepcoHasibHble AaHHble U AeHbrm ¢ NOMOLLbIO CaUTOB-Noaaesiok.
YacTo MoOWeHHUKM aenaloT CanTbl, KOTOpble KakK ABe Kansin Boabl
NOXO>XU Ha CanTbl peasibHbIX OpraHusaumum

KAK MOXHO OKASATbCH
HA ®ULLNHIOBOM CAUTE?

[10 CCbISIKAM U3 MHTEPHETA UM N1EKTPOHHOWM noYTbl, CMC,
COOOLLEHNN B COLCETAX NN MEeCCeHIKeEpPaAX, peKnambl,
OObABMEHUN O NTOTEPESIX, pacrpoda)kax, KOMNeHcaumax

OT rocygapcrtBa

XaKepr HacCTO B3J/1aMbIBalOT YUYy>KNEe aKKayHTDbl,
" ¢MI.IJMHFOBaﬂ CCblJiIKa MOXKeT I'IpMﬁTM Ada>e OT 3HAaKOMbIX

KAK PACMO3HATb
SULLINHIOBbIN CAUT?

Appec oTIMYaeTCca OT HAacToSALWEro NuLlb rnapomn cCUMBOJIOB
B agpecHoM cTpoKe HeT https 1 3HayKa 3aKpbITOro 3amMka
Oun3aiH ckonupoBaH HeKaYecTBEHHO, B TEKCTaX eCTb OLUNOKMK

Y camTa Mafio CTpaHWL, N1 gake ogHa — A9 BBOOA OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLINHTA?

YcTaHOBUTE aHTMBUPYC U PerynsapHoO obHoBNamTe ero
CoxpaHanTe B 3aKk/lafkax agpeca HY>XHbIX CaTOB
He nepexoanTte No nogo3puTebHbIM CCblJTIKaM

Ucnonb3ynTe OTOENbHYIO KapTy AJ19 MOKYMOK B MHTEPHETE,
KNaguTe Ha HEE HY)KHYIO CYMMY NPSMO Nepen onsaTon

PuHaHcoBas
NMoapo6Hee o npaBunax KynbTypa
KnéeprmurmeHbol YMTauTe Ha




e bk Pocenm
' ﬂ POCCUCKOW ®EQEPALINY : -

KAK 3ALLNTUTD
CBOV FrAADKETbI OT BIPYCOB

BVIPYCbI:

e OTKPbIBAKOT YAANEHHbIV AOCTYMN K BALLEMY YCTPOWCTBY
e KPAAYT JIOTMHbI X MAPOIN OT OHJTAVIH- 1 MOBWU/IbHOTO
BAHKA

e EPEXBATbIBAKOT CEKPETHbIE KOZlbl M3 COOBLLEHI

SANONYYUNB 3T AAAHHDIE, KMBEPNMPECTYINMHWKW
MOIYT NOXNTUTDb BCE AEHBI' C BALLX CHETOB

3aBuUCaeT, nepesarpyXaeTca Uan oTKIHYaeTCs
I(AK HOHHTb, CaMo 3aBepLuaeT paboTy NPUIOXKEHUN
[Toka3blBaeT BCMN/bIBaKOLLE OKHA

A ?
HTo YCTPOHCTBO BaPa)KEHD' TE‘pFIET obbemM NamMaTU

NMNo3BOoHWNTE B 6aHK I nonpocunre 3&6HGI{M|DEJEETI:- AOCTYM K

LITO AE"ATb OHNaWH- 1 MObUNbHOMY BaHKy U BCe KapTbl, KOTOPbIE
y

MCNoAb30Ban Ha yCTpo ncTBe

ecs)in Ha YCTpoﬁCTBe Bupyc') DEPHTMTECE B CEPEHEHHFI LUEHTP, YTObObI BbIIEYUTL ra>xert
nEPEBhIHYETHTE KdpPTbl, CMEeHWTE NNIOFr'MH N NdpoJib OT

OHNanH-baHKa 1 3aHOBO yCTaHOBUTE baHKOBCKOE MnpnnoXeHWe

Mcnonb3ynTe aHTUBMPYC U perynspHo ero obHoBnsaiTe

KAK 3AI_I_'| M T M T b He nepexoaunTe no ccbiJIKam OT HE3HAKOMLIEB, He
¥y

yCTaHaBAMBaTe NporpaMmmMbl Mo Ux Npockbe 1 He NCNoNbL3ynTe

N YyXXme GpaeLlKia
YCTPOUCTBO OT BHPYCOB? Y ¢U
CkauvnBanTe NPUNOXEHNE TOJIbKO U3 NPOBEePEeHHbIX
MCTOYHUKOB
O6HOBNANTE ONepaLMOHHYHK CUCTEMY YCTPOWCTBA

N36erante obulesoctynHbix Wi-Fi-ceTen

BEPEFI/ITE CEBH He 3abyabTe BOBpeMs NPOUTU BaKuUHaLUUIO

N peBakumnHauvio. BolibepuTte >XN3HD!

MogpobHee o 3aLWMTe rag>KeTos PuHaHcoBas

CTONKoOpoHaBupyc.pd
yutanTe Ha fincult.info KynbTypa




OT OH/TAUH-MOLWWEHHUKOB

YT06bI fOOpaThbCcA A0 BalnX 6aHKOBCKUX CHETOB,
MOLUEHHNUKAM HY>XHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT adepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM cBepXNpPUObIIbHbIE
MHBECTULMOHHbIE NPOEeKTbLI. [apaHTUsA ObICTpOro oboraweHna — nprusHak oomMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KNE LUeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKON yI'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBndatoT cOop AeHer Ha pa3paboTKy BakUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyynTb roCcygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTeniein Ha NonynapHbIX cakTax 06 bABMEHUN

Kak o6e3onacuTtb CBOU AeHbIrU

B UHTEepHeTe?

YCTaHOBUTE @aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYO 0e6eTOBYIO KapTy ANA naaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXXHYIO CyMMY nepepn onsaTow

Bcerga npoBepante aapeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/IMYATLCA OT OPMLMANBbHBLIX NLLb MAPON CUMBOJIOB

He nepexognte No CCbl/IkaM OT HE3HAKOMLEB —
cpa3sy ygoanamrte COMHUTE IbHble COOOLWEHNSA

Hnkomy He coobLLianTe CBOU NepCcoHanbHble AaHHbIe

MoppobHee o npaBuiax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/ibTypa



UTO AOEJIATD, ECJIN C KAPTDI
YKPAJIU OEHDBbI'N?

0 SABITIOKNPOBATb Q HAIMNCATDb 9 OBPATUTBCH
KAPTY 3ASBNEHUE O HECOIMIACUMU B nonuvuuio
i C ONEPAUMUEU i

R
»

O

q

« MO HOMepY TenepoHa 6aHkKa . 3asiBNeHue JonXHo . Yem 6onblue nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNUCaHo: ~ nopagyT 3asaB/IeHUs,
Unn Ha odpmumanbHOM canTe . B TEUEHMNE CYTOK NOCne TeM BbllLe BEPOATHOCTb,
« Yepe3 MOOU/bHOE NpUNoXeHue COOBLEHUS O CIUCAHUN ~ YTO NPEecCTynHMKOB
» Yyepes NINYHbIN KabuHeT AcHer 0
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAEe/IeHUM
’ 6aHKa

e B OTAENEeHN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLAUTE: KOOOBOE C/TOBO
« CPOK AENCTBUA KapTbl N TPEX3HAYHbIN KOJ, Ha3blBaWTe TOMIbKO COTPYAHUKY B6aHKa,
Ha ee o6opoTHomn ctopoHe (CVV/CVC) Koraa camMmm 3sBOHUTE Ha ropAavyto

JTMHWNIO

- MAPOSIN U KOAbl U3 YBEAOM/TEHNI
« TOFMH M MapoOsib OT OHNanH-6aHKa

HE NYBJIUKYUTE Q
baHK He KoMneHcUupyert

notTepu, ecCs/in Bbl HAPyLLUnUIun

MnepcoHa/ibHble AldHHbIE B OTKPbITOM AOOCTYINE

npaBuia 6e3onacHoro
UCMO/Ib30OBaHUA KapThbl

YCTAHOBUTE
AHTVBUPYCbI HA BCe YCTPOMNCTBA

NMoppo6Hee o npaBuiiax 6e3onacHOCTH duHaHcoBas
yutamTe Ha fincult.info Ky/nbTypa




